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Who is responsible for the
management of wind power
from communication base

stations now 
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Overview

Who is involved in a wind farm network operation?

The multiple parties involved also presents challenges for network operation
and access to the required services. The parties involved could be as diverse
as the wind farm operator staff, turbine network operation and maintenance
(O&M) engineers, substation engineers, and various supplier subcontractors. 

What is the new communication standard for wind power plant monitoring &
control?

The International Electrotechnical Commission (IEC) proposed a new
communications standard for the wind power industry aiming at providing a
common communication approach for wind power plant (WPP) monitoring and
control. 

What are the responsibilities of a wind farm network?

Identification and restricted data flow. All the devices in the wind farm plant
(OT) and enterprise (IT-managed) must be identified, authenticated, and
authorized. The network must enforce a policy when the users and Industrial
Automation and Control System (IACS) assets attach to the network. 

How do wind farm operators segregate their network?

Segregation is provided by VLANs. However, it is increasingly common for
many wind farm operators to keep the turbine operation network (SCADA
network) physically separate from the wind farm operator enterprise network
(“Plant IT” network). 

What are the main building blocks of a wind farm?

Primary building blocks within the architecture are: ● Wind Farm operator
datacenter ● Wind Farm Wide Area Network (WAN) ● Onshore DMZ ●
Onshore Substation ● Offshore DMZ ● Offshore Substation ● Turbine Control
Network (i.e SCADA) ● Turbine Power Automation and Control Network ●
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Turbine Plant IT Network (i.e. Enterprise and Plant services). 

What ancillary services do wind farms use?

Ancillary Services A number of ancillary devices and systems are also found
on many wind farms. Systems such as weather station sensors, VHF/UHF radio
base stations, radar (offshore), lidar, meters, and navigation aids such as
tower lights need to be linked to the network for connectivity.
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Contact Us

For catalog requests, pricing, or partnerships, please visit:
https://www.zegrzynek.pl
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