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Overview

The European Solar Manufacturing Council (ESMC) today issued a clear and
urgent warning: Europe’s energy sovereignty is at serious risk due to the
unregulated and remote control capabilities of PV inverters from high-risk, non-
European manufacturers – most notably from China. 
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The European Solar Manufacturing Council (ESMC) today issued a clear and
urgent warning: Europe’s energy sovereignty is at serious risk due to the
unregulated and remote control capabilities of PV inverters from high-risk, non-
European manufacturers – most notably from China. Study by DNV provides. 

Security researchers at Forescout Vedere Labs have identified 46 critical
vulnerabilities in solar inverters manufactured by three leading solar power
system manufacturers: Sungrow, Growatt, and SMA, which could lead to
emergency measures or potential blackouts. Forescout’s Analysis & Findings. 

The ability to monitor and manage your solar inverter from anywhere is a
significant advantage. It allows for quick diagnostics, performance
optimization, and crucial firmware updates without a technician visit. Yet, this
convenience introduces a digital gateway to your energy system.
Understanding. 

Dozens of vulnerabilities in products from three leading makers of solar
inverters, Sungrow, Growatt, and SMA, could be exploited to control devices or
execute code remotely on the vendor’s cloud platform. The potential impact of
the security problems has been assessed as severe because they could. 

In the full report, Forescout reviews known issues and presents new
vulnerabilities found on three leading solar power system manufacturers:
Sungrow, Growatt and SMA. Forescout also discusses realistic power grid
attack scenarios that could be executed and could cause emergencies or
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blackouts, and. 

“Solar inverter manufacturers must realise they are building critical
infrastructure, and treat it as such by prioritising investment in cybersecurity
technologies,” says Uri Sadot. Image: FieldProxy. Large energy sites like gas
plants and nuclear facilities have long been protected with rigorous. 
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Contact Us

For catalog requests, pricing, or partnerships, please visit:
https://www.zegrzynek.pl
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